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Managing security and compliance in a virtual environment is a 
vital step to accelerating cloud technologies. And with the ability 
to build security policies from the ground up, the transition to cloud 
computing can give IT managers a fresh start. Done well, the cloud 
environment can offer security surpassing the physical environment.

Still, the first challenge EMC is seeing that customers face as they 
consider moving their workloads to the cloud is fundamental: Where 
to begin? Specifically, how do IT managers move physical security 
policies into a virtual environment? How do they move to the cloud 
in a way that helps make the environment as secure as, or even more 
secure than, the physical environment they’re moving from? 

Other questions that IT managers are thinking about as they consider 
cloud security include:

•  What are the existing security policies?

•   How does an organization translate existing security policies from a 
physical to a virtual environment, and what’s the best way to deploy 
and measure them?

•   How can IT be well-positioned to respond to audits and address 
compliance without taking more time to do so?

EMC looks at these challenges as the baseline set of product 
requirements and addresses each one, layering value and functionality 
above and beyond that initial marker. That’s where the RSA* Solution 
for Cloud Security and Compliance comes in, giving IT managers 
visibility into the entire virtualized environment. 

The RSA Solution for Cloud Security and Compliance gives IT 
managers the ability to orchestrate and visualize the security of their 
VMware* virtualization infrastructure and physical infrastructure 
from a single console. The solution offers a solid foundation that 
enables the security of VMware environments to be addressed 
systematically so organizations can confidently continue their journey 
to virtualization and cloud computing models.

And while we’re currently seeing more of our customers transition 
their workloads to a private cloud environment, confidence in hybrid 
and public cloud environments continues to grow. 
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Building Blocks for Cloud Security 
EMC divides cloud security into three major building blocks: the 
content, the mechanism, and the presentation.

With content, EMC has identified security best practices, providing 
hardened guidelines for a number of components within the 
cloud environment. These are mapped into our RSA Archer* eGRC 
framework, providing individual, operational controls as well as 
overarching control for the enterprise. 

Next is the mechanism, which is the way to monitor the status of 
these controls. With these, we can programmatically reach into the 
infrastructure to measure whether policies are off or on, or check to 
ensure that best practices are being deployed and enforced. 

The presentation component provides a visualization of the 
infrastructure’s current compliance posture against the security best 
practices, which are also mapped into the broader eGRC framework. 
This includes regulations, recommendations, and standards such 
as Payment Card Industry Data Security Standards (PCI DSS), the 
Healthcare Insurance Portability and Accountability Act (HIPAA), and 
others. It also provides the orchestration tools to manage and track 
both automated and manually measured controls. Combined, these 
features help provide a solid foundation for security in the cloud.

EMC* Cloud Security Solutions 

RSA* Solution for Cloud Security and Compliance
The RSA Solution for Cloud Security and Compliance enables 
organizations to manage and visualize the security and compliance 
of VMware, physical, and hybrid-cloud infrastructures from the RSA 
Archer eGRC platform. RSA provides a centralized, customizable view 
of security intelligence, business and regulatory impact, and issue 
remediation across both virtual and physical infrastructures.

This offering enables VMware-specific virtualization security policy 
implementation and management, security compliance measurement, 
issue remediation, and reporting—all from a single console leveraging 
the RSA Archer eGRC platform. Additionally, IT and security operations 
teams can cooperate to manage compliance with security policies.

EMC and Intel
EMC views Intel® Trusted Execution Technology1 (Intel TXT) as one of 
the foundational infrastructure elements that will help an IT manager 
put security measures in place and provide confidence in deploying 

servers and virtual machines off-site. Simply put, Intel TXT capabilities 
are integrated into the Intel processor, chipset, and platform-level 
components, and are designed to ensure software integrity. 

With Intel TXT, an IT manager can set and validate the host that the 
virtual machines run on—a critical step in securing the underlying 
infrastructure and ensuring that organizations are working within a 
trusted environment. For example, an IT manager can now define and 
enforce policies—such as ensuring that certain virtual workloads are 
classified to make sure that they run only on hosts that are protected 
by Intel TXT—so that when a virtualized workload is selected to be 
moved from one host to another (for example, in a globally distributed 
environment), the integrity of the target host can be verified to an 
even higher degree. Additionally, recent collaboration between EMC 
(RSA), Intel, VMware, and HyTrust has allowed this functionality to be 
demonstrated and reported on in the RSA Archer platform.

Cooperative efforts such as this demonstrate how EMC and Intel 
are providing cloud security solutions that give IT managers the 
confidence they need to realize the benefits of a virtualized 
infrastructure and cloud environment. 

Cloud Security Best Practices Built into 
the RSA* Archer* eGRC Platform
In conjunction with the Cloud Security Alliance (CSA), EMC 
is building into its RSA* Archer* eGRC platform the CSA 
Controls Matrix (CCM) as a standard authoritative source. 
The CCM provides a fundamental set of security principles 
for cloud computing. Also built into the eGRC platform is 
the Consensus Assessments Initiative (CAI) Questionnaire, 
a survey of 200 questions that IT managers should 
ask a public cloud provider when considering its cloud 
service offerings. The survey provides IT managers with 
industry-standard security benchmarks covering data 
governance, compliance, legal, operations management, 
risk management, release management, resiliency, and 
security architecture questions to help organizations build 
an assessment process for engaging with cloud providers. 

For more information, visit cloudsecurityalliance.org/
research/cai.

For more information on the Cloud Security Alliance, visit 
cloudsecurityalliance.org.

For more information about EMC cloud security solutions, visit emc.com/security/rsa-security-management/rsa-cloud-security-and-compliance.htm.

http://cloudsecurityalliance.org/research/cai
http://cloudsecurityalliance.org/research/cai
http://cloudsecurityalliance.org
http://emc.com/security/rsa-security-management/rsa-cloud-security-and-compliance.htm


1  No computer system can provide absolute security under all conditions. Intel Trusted Execution Technology (Intel TXT) requires a computer system with 

Intel Virtualization Technology, an Intel TXT–enabled processor and BIOS, a chipset, Authenticated Code Modules, and an Intel TXT–compatible 

measured launched environment (MLE). Intel TXT also requires the system to contain a TPM v1.s. For more information, visit intel.com/go/inteltxt.
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